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Introduction

About this document

This document describes the improvements that have been implemented in ABBYY
FineReader Server 14 Release 4.

Installing the new version

ABBYY FineReader Server 14 Release 4 can be installed on a computer that has ABBYY
Recognition Server 4 or earlier installed.

The configuration settings from your previous version of ABBYY Recognition Server can be
imported into ABBYY FineReader Server 14. For further information, please see “Upgrading
from previous versions” in the System Administrator’s Guide.

ABBYY FineReader Server 14 Release 1 cannot be updated automatically to ABBYY
FineReader Server 14 Release 4.

However, ABBYY FineReader Server 14 Release 1 Update 1 and later can be automatically
updated to ABBYY FineReader Server 14 Release 4.
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1. Release 4
1.1. Key improvements

ABBYY FineReader Server 14 Release 4, part #1340/32, build # 14.0.4.005, OCR
Technologies build # 16.3.404.3, release date 31.08.2023

¢ Ability to remove metadata from output files

e Export to JSON

e Ability to search content using regular expressions in audit workflows

¢ Login/password for timestamp server in workflow settings

e Ability to remove online licenses

e Ability to switch licenses automatically

e Improved productivity compared to ABBYY FineReader Server 14 Release 2
¢ Added neural-network-based OCR for European languages

1.2. Ability to remove metadata from output files

FineReader Server 14 Release 3 now allows users to delete metadata from output files.
This is useful when users need to delete the personal data of their employees before
publishing documents outside their organization or archiving documents.

Metadata will only be removed from output files in the following office formats: PDF,
DOC(X), XLS(X), and PPT(X). Metadata containing author names and document names will
be deleted.

No metadata will be removed from output files in any other formats.

When Word, Excel or PowerPoint documents are converted to Word, Excel or PowerPoint,
or when documents are saved into any of the above formats, metadata will only be removed
if Microsoft Office is specified as the conversion application in the workflow.

To remove metadata from output documents, users will need to select the corresponding
option in the output settings dialog box of the corresponding format:
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e For PDF, the Remove existing document metadata option can be found in the
dialog box that opens when the Overwrite document metadata option is selected:

Standard: PDF L Version: |Auto e
Quality: [ |
Min, Balanced (45%:) Man, |
Mame: | v | Add
Value: | | Delete |
Mame Value

[ ]Remove existing document metadata

Ok Cancel
[ Gverwrite document metadata Metadata. ..
[]Protect from modification PDF Security... :
Advanced Settings... |
K Cancel Help

e For Word, Excel, and PowerPoint, the Remdve e_)_(-istin.g. do_c:_uTnenf Imetadata option
can be found in the output settings dialog box of the respective format. The
screenshot below shows the Microsoft Word output settings dialog box:
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Document layout: Editable copy b

Keep pictures

Default paper size: | A4 W

[ ]Do notincrease paper size if contents do not fit
[ Highlight low-cenfidence characters with background color

Remaowve existing document metadata

rH Compatibility with Microsoft Word 97-2003 (*.doc)

1.3.

oK Cancel Help

Export to JSON

In ABBYY FineReader Server 14 Release 3, JSON has been added as an output format.

Output JSON files will contain information about the recognized text and its formatting.

JASON can be selected in the Output Profile Settings dialog box:

Format:

Destination:

File name:

Help

1 Output Profile Settings

Word (DOCX, DOC) v

POF {POF, POF /A, POF/E)
Word (DOCX, DOC)

TXT

RTF

ALTO XML

Excel (XL5X, XL5)

Csv

XML

HTML

EPLIE

PowerPoint (PFPTX
Image (TIFF, JPG, 12K, PMNG)

Internal FineReader Format

| <FileMame =, <Ext= o

Example:Sample. docx
[ ]create an output file without changing Date Modified

Settings...

Browse...

Cancel

Page 5 of 10



1.4. Ability to search content using regular expressions in audit
workflows

In archiving and storage optimization scenarios, users can now use regular expressions in
audit workflows to find documents in selected document stores. The program will search for
text strings in all the documents in any of the supported formats, including image formats.

This feature will help users get a clearer picture of what's inside their document libraries
before they start processing their documents.

For demonstration purposes, a number of sample regular expressions have been provided.

To use regular expression search, the user will need to enter one or more regular
expressions, specify the languages of the documents to be searched, and specify the
document store containing the documents.

The audit workflow will create a report listing the documents that contain text strings
matching the regular expression(s).

To search for documents containing text matching a regular expression, the user must
select the Search for text patterns option when creating or editing their audit workflow:

Workflow name: | Workfaw |

Type: Shared Folder v
Path: | C:WUsers\osudeyking \Desktopifor audit workflow | Browse. .,
Additional reports Regular expression search
Show files larger than 100 MEB [[]Search for text patterns Edit
Show files older than 18.06.2020 ~ Document languages:

LN
m
m

Search for duplicate files

K Cancel Help

In the Regular expressions dialog box, the user must enter their desired regular
expression(s):
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Workflow n

Type: Mame: | My custom expression w | Modify
, Value: | (\)2(-_Q:=+17\d[-_0:=+]?) 2 Dekte ||
Path: lowse
Mame Value
Phone number {Dema) O _0:i=+2d[- _0:=+17){10, 14}
My custom expression O _Qe=+Hd[- _0:=H7
Additiona
Show f Edit
o W
Show f < > |
lec
Search E

QK Cancel

T L T A A T HElI:l

Once the regular expressions have been specified, the user will be taken to the previous
dialog box, where they will need to select the language(s) of the documents to be searched.

1.5. Login/password for timestamp server in workflow settings

Users can now specify the address, login, and password required to access the timestamp
server used for their digital signatures.

This is done by adding two tags for the login and password after the address of the
timestamp server in the XML file containing the workflow settings:

<TimestampServer>timestamp.digicert.com</TimestampServer>
<TimestampServerLogin>Login</TimestampServerLogin>

<TimestampServerPassword>Password</TimestampServerPassword>

1.6. Ability to remove online licenses

In scenarios where all online license data must be removed, a /CloudLogOut command is
now available in LicenseManagerConsole.exe.

This is typically required when transferring licenses between computers without waiting for
CloudTicketExpiration or CloudTicketUpdate. The user now can:

e Save the online token for the current licenses
o Execute /CloudLogOut on the source computer
e Import the token to the target computer

1.7. Ability to switch licenses automatically

Now if a user has several valid licenses (e.g., one license that expires at the end of the year
and one license that allows processing a certain number of pages), the user can set up
ABBYY FineReader Server to switch to the next valid license when the current license
expires.
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To automatically select the next valid license, the user needs to right-click the Licensing
node in the console, select the Licensing Options item on the shortcut menu, and then
select the Switch license automatically option.

[ ] switch license automatically

Ok Cancel

1.8. Improved productivity

As ABBYY document processing technologies evolve, internal tests have shown ABBYY
FineReader Server 14 Release 3 to be 3-8% more productive (depending on the settings)
than ABBYY FineReader Server 14 Release 2 and 15-40% more productive than ABBYY
FineReader Server 14 Release 1.

All the tests were carried out using ABBYY’s collections of sample documents. Results
obtained on other document collections may be different.

1.9. Added NN-based OCR for European languages

Starting from ABBYY FineReader Server 14 Release 3, neural networks are used to
recognize documents in European languages.

1.10. Key bug fixes

Issue description

Error processing files: Cannot open the image file. The file may be corrupted. - Fixed

The following error occurs when opening the console after changing the Chief Administrator
password:

ABBYY FineReader Server 14 reported an error: Failed to retrieve login status collection.
Authentication failed: invalid login name or password. — Fixed

A client reported a vulnerability in OpenOffice. The ABBYY OpenOffice version shas been
updated. - Fixed
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2. Release 4 Patch 1

ABBYY FineReader Server 14 Release 4 Patch 1, part #1340/33, build # 14.0.4.668, OCR
Technologies build # 16.3.404.5, release date 21.11.2023

e Fixing the error "Time.cpp, 232" and "Service does not start with error 20050323"
e Fixing authorization errors in Oauth using Chilkat

3. Release 4 Patch 2

ABBYY FineReader Server 14 Release 4 Patch 2, part #1340/34, build # 14.0.4.672,
OCR Technologies build # 16.3.404.5, release date 29.11.2023
e Processing of incorrect photometric interpretation

4. Release 4 Update 1

ABBYY FineReader Server 14 Release 4 Update 1, part #1340/35, build # 14.0.4.678, OCR
Technologies build # 16.3.614.6, release date 29.03.2024

4.1. Key improvements

e Updates to third-party components that include fixes for vulnerabilities.

e Content Security Policy support
“MS SQL Server LocalDB” and “MS OLE DB Driver for SQL Server” are now installed
only if the “Server Manager” component is selected.

4.2. Updates to third-party components

In this release the following were updated:

OpenOffice, up to version 4.1.15

MS OLEDB Driver up to version 18.6.7
libcurl up to version 8.4.0

Swagger Ul up to version 5.11.0
JQuery up to version 3.6.0

These updates include fixes for the latest known vulnerabilities.

4.3. Content Security Policy support

The Web APl and Document Conversion Service support the use of Content Security Policy.

This policy can be configured in the file:
c:\Program Files\ABBYY FineReader Server 14.0\FineReaderServerWS\Web.config

In the <customHeaders> section
In this section you need to specify the line:
<add name="Content-Security-Policy" value="default-src https: http: data: 'unsafe-inline’

'unsafe-eval’;" />

Here are the default settings, the client can use them or change them if necessary.
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4.4. Key bug fixes

Issue description

was recognized as vertical.

Fixed errors when using the Aggressive detection of vertical text setting, when horizontal text

Fixed license registration server

Fixing error size of image exceed maximum allowed size

PDF and PDF\A versions are set correctly

Don’t show the stack for errors in OpenOffice

Job Log filtering fixes

Fixed a bug in the work scheduler

Fixed a bug with text not being placed in frames when exporting to docx

Errors in resources in Japanese have been corrected

Fixed IPE in RLEImage.cpp

Fixed IPE in LinearAlgebra.cpp

Fixed IPE in TextColumnAnalysis.Arc.cpp

Fixed IPE in ProjectiveTransformationParams.cpp

Fixed IPE in FoundTextBlock.cpp

Fixed IPE in DocumentAnalysis.Quality.inl

5. Release 4 Update 1 Patch 1

ABBYY FineReader Server 14 Release 4 Update 1 Patch 1, part #1340/36, build #
14.0.4.680, OCR Technologies build # 16.3.614.6, release date 23.04.2024

51. Fixed issue with oAuth authorization

This release fixes the issue encountered by customers using oAuth authorization in MS

SharePoint and for accessing POP3, IMAP, MS Graph, and SMTP mail protocols.

Customers encountering this issue, or those who wish to use oAuth authorization, need to

update to the latest release.
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